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Focus on What Matters Based on the Attacker's Playbook

TOP 10 ATTACK VECTORS

1. Domain Credential Guessing
and Cracking
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3. Local Admin Attacks Using
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4. Local Admin Attacks Using
Domain Accounts

5. Stealing Credentials from
Memory (Mimikatz)
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8. Execution via Trusted Code
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10. Exploitation of Remote
Software
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PRAETORIAN

I INTRODUCTION

The IT Security Community is Noisy. Focus is
Critical.

Narrow your focus on the most important elements and leave the rest for later. We
want to reduce the noise to help organizations focus on what is important based on
data, not our opinions.

This research presents a list of commonly used vectors used by attackers to compromise internal
networks after initial access is achieved and delivers recommendations on how to best address the
issues. The goal is to help defenders focus efforts on the most important issues by using the
attacker's playbook as the basis of where to focus their efforts and maximize results.

As a security services organization, we focus on demonstrating high-impact, simulated network and
application security breaches to help organizations understand real security risks in their

environments, so that the organization can use our recommendations to prevent future breaches

from occurring.

Most organizations have never seen or understood the real attacker's playbook. They have
assumptions of how an attack might occur, but these assumptions are often based on a lack of

understanding or include many false assumptions. We decided to change this.
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PRAETORIAN

I METHODOLOGY

Report Methodology

We compiled this paper to detail the top internal attacks we have used over the past two years which
resulted in Praetorian achieving its objectives. Common objectives include achieving site-wide
compromise and/or access to sensitive information the client requested we gain access to.

Scope

Only security weaknesses that were used to obtain a full network compromise were included

This report includes internal penetration testing results

The scope includes attacks within Windows environments

This report does not cover compliance requirements

® Theitemslisted are based on attacker TTPs (not control-based)

MITRE ATT&CK Framework Mapping

Finding MITRE ATT&CK TTPs

Domain Credential Guessing ai(oy£: 8 \alid Accounts

Broadcast Name Resolution Poisoning (WPAD) VAN | L MNR/NBT-NS Poisoning

Local Admin Attacks Using Local Accounts k(o7 Pass-the-Hash, Service Execution

Local Admin Attacks Using Domain Accounts ANOEERE Service Execution, BEZYA WM

Cleartext Passwords in Memory (Mimikatz) e[k Credential Dumping

Kerberoasting WPl Kerberoasting

Automated Collection of Internal Data BN Automated Collection

Execution via Trusted Code VAN Signed Binary Proxy Execution

Access Token Manipulation kY Access Token Manipulation

Exploitation of Remote Software iAW Exploitation of Remote Services



PRAETORIAN

I ANALYSIS

Rate of Progress: Defense vs. Offense

A strategy that many programs adopt is to use security standards such as NIST and ISO. Consider the
rate of progress over time, both for the standard but also how that rate of change compares to
attackers. If the rate of progress for attackers is faster than the security standard, then defenders

need to overachieve in their security maturity to compensate for that gap.

This gap and speed of progress give the attackers the edge.

Attack vectors (like Mimikatz and WCE) have changed the game for attackers since they were
introduced many years ago. Any defender that doesn't have a very good understanding of common
attack vectors will not be able to mitigate them. Attackers move fast, industry standards move slow

and many organizations move even slower than that.

"Zatko analyzed 9,000 samples of malware code and found that, on average, each
consisted of 125 lines of software code. That's not a lot of cost, time, or engineering effort.
By comparison, the most sophisticated cyber protection software uses about 10 million
lines of code."

— http://venturebeat.com/2011/08/04/why-security-vendors-cant-keep-up-with-malware-authors-and-what-to-
do-about-it/

Attackers have a clear advantage due to the relatively low level of effort that is required to weaponize

an attack compared to the complexity that is required to defend against it.
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I ATTACK VECTORS

Domain Credential Guessing and Cracking

Most corporate environments use Microsoft's Active Directory to manage employee accounts and
access. One problem with Active Directory is that it does not allow for comprehensive password
complexity requirements. It only requires passwords meet specific length and contain specific
character sets. Therefore, passwords like "Password1!" and "Summer2016" are acceptable unless

third-party software is used.

Many organizations also provide users with Administrator access to their system. If employees have
Local Administrator rights to more than their own system, then malware is able to spread to those

systems easily using PowerShell and WMI to execute commands on remote systems.

Recommendations

® Focusonimplementing two-factor authentication externally first (VPN/Citrix)
@ Expand password length requirements to 16 characters

® Implement a "blacklist-based" enhanced password policy enforcement solution

Broadcast Name Resolution Poisoning (WPAD)

This attack can be used when an attacker is on the corporate network. The attacker configures their
system to respond to broadcast requests such as LLMNR, NetBIOS or mDNS. When a user tries to
access network resources, their credentials can be transmitted to the attacker's system. The attacker

can replay or crack the credentials offline.

Recommendations

® Create a WPAD entry pointing to the corporate proxy server

@ Disable NBNS and LLMNR (test in a lab first)
® Setvalid DNS entries for all internal and external resources

@ Restrict outbound 53/tcp and 445/tcp for all internal systems
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I ATTACK VECTORS

Local Administrator Attacks Using Local
Accounts

Organizations often configure all systems with the same Local Admin password. If an attacker
compromises the LM/NT hash representation of the password, they can use the hash to authenticate
and execute commands on other systems that have the same password. The attacker only needs the
LM/NT hashes—they don't need to crack the password at all.

Recommendations

® Use Microsoft's free LAPS tool to implement unique passwords for all Local Admin accounts

® Implement defense-in-depth strategies documented in Microsoft's Pass-the-Hash whitepaper

Local Administrator Attacks Using Domain
Accounts

Organizations often provide employees with Local Admin access to several systems, which can be
easily exploited by attackers providing full control of all included systems. Attackers can execute
commands on remote systems using tools such as PSExec and WMIC. No exploitation or hacking
techniques are required—attackers can just use normal Windows utilities.

Recommendations

® Remove employees from the Local Admin group except where required by the business

® Implement Microsoft's tier separation recommendations for privileged access
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I ATTACK VECTORS

Stealing Credentials from Memory (Mimikatz)

Modern versions of Microsoft Windows store domain credentials in cleartext within memory of the
LSASS process. An attacker with Local Admin or SYSTEM-level access can read memory and extract
the cleartext domain credentials. The most popular tool for this attack is Mimikatz.

This weakness has been addressed in Windows 2012R2+ and Windows 8.1+ (however, NT
credentials can still be stolen). To secure older systems, organizations need to install a KB article and

implement a registry change.

Recommendations

Install Microsoft Security Advisory 2871997

Implement registry change: UseLogonCredential: Value O (REG_DWORD)

Reduce RDP session timeouts and require MFA for Admin usage

Enforce separation of accounts by tiers

Privilege Escalation by Cracking SPN Kerberos
Tickets (Kerberoasting)

Kerberoasting is a useful attack for escalation of privileges based on cracking service principal name
(SPN) credentials. An SPN is a Microsoft method to tie a domain account to a network service. The
attacker retrieves Kerberos tickets from the domain controller for service accounts set up as SPNs,

then cracks them offline using password guessing attacks.

Recommendations

® Remove all service accounts set up as SPNs if no longer needed
® Increase all service account credentials to at least 25 characters

® Monitor for Kerberos activities using Event ID 4769
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I ATTACK VECTORS

Automated Collection of Internal Data and
Account Information

Attackers can perform internal enumeration using resources that employees have access to. Internal
data sources such as Active Directory provide a wealth of powerful information for enumeration of
escalation paths. These escalation paths are often unknown to Active Directory Administrators.

Graphing database software (such as BloodHound and AD-control-paths) can be used to map out
these escalation paths using automated collection techniques so that attackers and defenders can
better understand the relationships within Active Directory.

Recommendations

Remove all unnecessary permissions from end-users

Review escalation paths from users and remove paths not required for business

Perform regular auditing against Active Directory

Review and protect internal data sources that can be used by attackers

Execution via Trusted Code (Signed Binaries or
Scripts)

Many organizations trust everything that comes from Microsoft since they run the Windows operating
system. Unfortunately, attackers can use many of the binaries (or scripts) that are signed by Microsoft
in malicious ways. These methods blend in since their usage is similar to an engineer or system

administrator using these binaries to perform normal activities.

Recommendations

® Monitor and/or block signed binaries/scripts that can be used to execute malicious code
e Usetools like AppLocker to restrict trusted execution

® Reduce wide write permissions to help reduce exposure
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I ATTACK VECTORS

Access Token Manipulation

Any user that has Admin access to a system is able to use these privileges to execute commands in
the context of any process on the system. This includes domain accounts. The execution capabilities
can be used to inject into a process running as a Domain Admin user and allow for execution on the

domain with these privileges.

This is functionality that is baked into the design of Windows. Most systems administrators are

unaware this capability exists.

Recommendations

@ Reduce session timeouts for RDP
@ Enforce a full separation of tiers based on Microsoft's tier separation recommendations
® Require MFA for all Admin usage

@ Restrict Admin execution from Kerberos delegation

Exploitation of Remote Software

Exploiting vulnerable software has been a common attack and pentesting technique for a long time.
More recently, new exploits came out that were major issues for many organizations such as MS17-
010, Apache Struts and Java Deserialization weaknesses. These weaknesses were easily exploitable;
therefore, organizations need to make sure their focus is on prioritizing their patch management

efforts.

Exploitation of remote software can provide full control of the vulnerable systems and can often lead

to additional access based on the compromise.

Recommendations

® Implement an effective patch management program and vulnerability management to self-audit
@ Deploy patches on a regular basis

@ Prioritize new and old patches based on impact and risk
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I CONCLUSION

Study Our Playbook. Take Our Kill Chains Off the
Table.

Focus on our most effective methods for breaching systems. Do everything you can to take our
primary kill chains off the table. You will make our job, and the attackers' jobs we simulate, much
harder. You will increase the energy we must expend to achieve our desired level of compromise and

increase our likelihood of being discovered.

No more excuses. The ball is in your court.

In sports, great coaches study the opposition's favorite strategies and build in defensive strategies to
take them off the table. That's exactly what defenders need to do to raise their level of play.

Our top attack vectors are not new Odays. They are methods that have been around for years. Until
organizations cover the basics, they won't be ready for more advanced adversaries.

Ready to Defend Against Internal Attacks?

Partner with Praetorian to assess your security posture and implement effective defenses.

Contact Us

www.praetorian.com | info@praetorian.com
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