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Cloud Security
Penetration Testing

Discover gaps and links between cloud vulnerabilities and
other elements of the security environment with a Risk
Informed Security Assessment focused on cloud attack

vectors.
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I Key Benefits

DISCOVER GAPS & LINKS

Discover gaps and links between cloud
vulnerabilities and other elements of the

UNDERSTAND ROOT CAUSES

Understand the root causes of
vulnerabilities, with recommendations and

IDENTIFY INVESTMENTS

Identify where investments in cloud security
resources and infrastructure will be most

security environment analysis that go far beyond a checklist of

issues

effective for long-term resiliency

I Your Challenge

With the rapid adoption of the cloud and the attendant security threats, your organization needs to understand traditional security
penetration testing in the context of cloud security. Your internal team may have some combination of these skills that enables them to
identify individual vulnerabilities.

The Adversary's View: However, they are at risk of not understanding how determined adversaries exploit cloud-based
vulnerabilities to gain access to organizations' closely guarded secrets.

I Capabilities Overview

To meet this challenge, we have paired our offensive background of red team and web application assessment engagements with our
additional experience building out both cloud security and cloud infrastructure at scale. Praetorian's cloud security experts excel at
uncovering the links between seemingly independent attack vectors and exploiting them to emulate a determined adversary.

They are experienced in finding and remediating access chaining in cloud environments, understanding the scope of
misconfigurations, and identifying other unique threats inherent to the cloud. Our security engineers also understand the specific
business risks each of our clients faces and dig into the business risk potential of every vulnerability they find.

Comprehensive Testing: By combining unique vectors we identify from the cloud with traditional offensive security, we are
able to thoroughly test the client's entire cloud environment. We look for network, infrastructure, or web application paths to

achieve privileged cloud access that allows us to achieve our goals.
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I Why Praetorian I Who Needs This Service

Praetorian brings over a decade of experience in conducting @ Organizations that are interested in identifying and
penetration testing engagements, and the resulting adversarial improving weak links or gaps in their cloud security posture
perspective underpins everything we do. Our highly technical
cloud security engineers set our cloud security services apart
from fully automated or commercial tool-dependent

competitors. ° Compliance Teams in need of validation or annual review

to meet industry standards

@ Companies who are new to cloud and want to understand
how an attacker may view their cloud environment

They combine our offensive security DNA with our deep cloud
Security Teams looking for confidence in a newly

implemented system and its defenses before an important
launch date

expertise to deliver a Risk Informed Security Assessment with ®
an emphasis on cloud attack vectors. We focus on our clients'

specific needs and cloud environments to help them achieve

their goals and securely realize the benefits of cloud at scale.

Workflow

PROJECT KICKOFF

Practice Manager sets
up kickoff call with client
stakeholders to
introduce the team

SCOPE DEFINITION

Collaboratively
determine scope and
define attack objectives
aligned with business
goals

ASSESSMENT REPORTING
EXECUTION

DEBRIEF

Compile draft report } In-depth discussion of
upon completion of the assessment narrative

Engineers execute X :
live assessment with all stakeholders

comprehensive cloud
security assessment with
fluid communications

Deliverables

At the completion of the engagement, Praetorian experts provide the following:

Executive Summary

Engagement Outbrief

Technical Findings Report

Concise explanation of engagement
goals, significant findings, business
impacts, and strategic
recommendations. Upon request, a
letter of attestation.

Similar to the executive summary,
presented to the audience of your
choosing for interactive discussion.

Detailed description of issues and the
methodology used to identify them, as
well as an impact assessment for each
finding.
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About Praetorian

Praetorian is an offensive security engineering company whose mission is to make the digital world safer and more
secure. Through expertise and engineering, Praetorian helps today's leading organizations solve complex
cybersecurity problems across critical enterprise assets and product portfolios.

Website Email Address

www.praetorian.com info@praetorian.com 6001 W Parmer Ln, Ste 370, PMB 2923
Austin, TX 78727 USA

Ready to Secure Your Cloud Environment?

Contact us today to discuss your Cloud Security Penetration Testing needs and discover how Praetorian
can help you identify and remediate cloud vulnerabilities.




