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Allow Me to Introduce Myself 

Ryan W Smith 
VP Engineering at Praetorian 

üOWASP DFW Chapter Leader 
(2011) 

 

ü Active member of The Honeynet 

Project 
(2002- ) 

 

ü 8+ years of work with DoD, 

Intelligence Community, 

Federal/State/Local governments, 

and Fortune 500 companies 
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Presentation Roadmap 

ÅSTAAF (Overview) 

ÅBackground 

ÅSTAAF (Deep Dive) 

ÅResults 

ÅFuture Work 

ÅConclusions 



5 Entire contents © 2011 Praetorian. All rights reserved. Your World, Secured 

What can STAAF do for you? 

Observation #1:  

There are a lot of Android app analysis 

tools freely available 

 

BUT: 

Theyôre typically designed for single app 

analysis 

STAAF leverages the power of these tools as modules, 
And adds efficiency, scalability,  data mgmt and sharing 
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What can STAAF do for you? 

Analyze 50k apps in less than 2 days and make 

the extracted data readily available to analysts 
Goal 

Observation #2:  

Higher value analysis can be attained by 

analyzing large numbers of applications 

over long periods of time  

 

SOLUTION: 

Reduce the time and complexity for an 

analyst to process large numbers of apps 
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Analytic 
Data 

What can STAAF do for you? 

Minimize analystsô effort to extract meaningful 

results from a large number of applications 
Goal 

Process 
Apps 

Mod #1 

Mod #2 

Mod #3 

Mod #N 

Process 
Data 
Mod A 

Mod B 

Mod C 

Mod Z 

Meaningful 

Results 
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What STAAF is NOT 

ÅSTAAF is not a stand 
alone application 

ÅSTAAF is not only a 
malware detection or 
anti-virus engine 

ÅSTAAF is not an 
application collection 
tool 

STAAF is a problem agnostic app analysis framework 
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!ƴŘǊƻƛŘΩǎ hǇŜƴ !ǇǇ aƻŘŜƭ 

ÅLow barrier to entry 

ÅApps hosted and installed 
from anywhere 

ÅAll apps are created equal 

ÅNo distinction between core 
apps and 3rd party apps 

ÅAccept apps based on: 
1. Trust of the source 

2. Permissions requested 
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ά[ŜƎƛǘƛƳŀǘŜέ aƻƴƛǘƻǊƛƴƎ !ǇǇǎ 

Ad/Marketing Networks 

Social Gaming Networks 
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άbƻǘ-So-[ŜƎƛǘƛƳŀǘŜέ tŜǊƳƛǎǎƛƻƴ ¦ǎŜ 

 SMS Trojan 
ï [ƛƴƪ ǘƻ ǎƛǘŜ ƘƻǎǘƛƴƎ ǊƻƎǳŜ ŀǇǇ ŦƻǊ άŦǊŜŜ ƳƻǾƛŜ ǇƭŀȅŜǊέ 
ï Sends 2 Premium SMS messages to a Kazakhstan number 

(about $5 per message) 
 

 Gemini 
ï Repackaged apps in Chinese markets 
ï Sex positions and MonkeyJump2 are known examples 
ï Central C&C 
ï Exfiltrates unique device identifiers 
ï Downloads and Install New Apps (with permission) 

 

 DroidDream 
ï Approx. 50 Malicious apps in official market 
ï Central C&C 
ï Exfiltrates unique device identifiers 
ï Downloads additional code modules 
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STAAF Workflow 

Step 0: STAAF components initialized 


