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Presentation Roadmap

A STAAF (Overview)
A Background

A STAAF (Deep Dive)
A Results

A Future Work

A Conclusions
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What can STAAF do for you?

Observation #1.
There are a lot of Android app analysis
tools freely available

BUT:
Theyore typically de
analysis

STAAF leverages the power of these tools as modules,
And adds efficiency, scalability, datagmtand sharing
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What can STAAF do for you?

Observation #2:

Higher value analysis can be attained by
analyzing large numbers of applications
over long periods of time

SOLUTION:
Reduce the time and complexity for an
analyst to process large numbers of apps

Analyze 50k apps in less than 2 days and make
the extracted data readily available to analysts
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What can STAAF do for you?
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What is STAAF
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What is STAAF
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What is STAAF
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What is STAAF

HACKER SHIELDS ON FULL POWER

APP ANALYSIS
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What is STAAF

FRAMEWORK
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What STAAF Is NOT

A STAAF is not a stand
alone application

A STAAF is nainlya
malware detection or
anti-virus engine

SCALABLE
A STAAF is not an ANALYSIS FF
application collection
tool

[ STAAF is a problem agnostic app analysis framew@rk
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A Low barrier to entry

WSECLEER A Apps hosted and installed
from anywhere

e A All apps are created equal

are
aes g
e
B
o

open handsel alliance

A No distinction between core
apps and 3 party apps
A Accept apps based on:

1. Trust of the source
2. Permissions requested
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- Ad/Marketing Networks

Device Manufacturer Share by Region
May 2010
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® SMS Trojan

i [AYy1l G2 aArAtGS K2adAy3a NBIdL|
I Sends 2 Premium SMS messages to a Kazakhstan num2f
(about $5 per message) Fi 9

@ Gemlnl

Repackaged apps in Chinese markets

Sex positions and MonkeyJump?2 are known examples
Central C&C

Exfiltratesunique device identifiers

|
i
i
I Downloads and Install New Apps (with permission)

Approx. 50 Malicious apps afficial market
Central C&C

Exfiltratesunique device identifiers
Downloads additional code modules

® DroidDream

17 Entire contents © 2011 Praetorian. Al rights reserved. Your World, Secured [RigNNEEOINVANN




Presentation Roadmap

A STAAF (Overview)

A Background

A STAAF (Deep Diveln
A Results

A Future Work

A Conclusions

18 Entire contents © 2011 Praetorian. Al rights reserved. Your World, Secured PRZ\ETORI/AN




STAAFE Workflow
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