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Introduction

 Consulting gives a unique ability to examine security programs 
across companies of varying size, function, and industry

 Presentation identifies common critical findings from the 
point of view of a penetration tester / ethical hacker

 Organizations who take measures to mitigate these critical 
findings will dramatically improve their security
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A Few Notes

 Examples represent only a sample of security holes identified 
for each type of finding

 Screenshots provided are from actual engagements to drive 
home the severity behind each finding

 Some information has been redacted to protect client identity

 Complete compromise of a company usually involves a 
combination of these techniques
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Common Critical Findings

1. Incomplete Patch Management Strategy

2. Poor Password Policy

3. Active Directory & GPO Setting Weaknesses

4. Insufficient Network Controls

5. Network Device Configuration Weaknesses

6. Inadequate Detective And Reactive Capabilities

7. Insecure Wireless Infrastructure

8. Ineffective Employee Awareness Training

9. Deficient Application Security
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INCOMPLETE PATCH MANAGEMENT STRATEGY

Common Critical Finding
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Incomplete Patch Management Strategy

 Poor asset management and limited change control leaves environment in 
unmanageable state

 Clients do not know what applications make up the IT ecosystem to 
produce an effective patch management strategy

 Staff does not monitor vulnerability announcements other than Microsoft 
Patch Tuesday

 Patch strategy does not address non-Windows and third party patches

 Time to patch is not based on risk of vulnerability and a default response 
time is applied for all vulnerabilities
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Example 1: Veritas NetBackup Missing Critical Patch
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Example 2: Cisco Device Missing Critical Patch
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Example 3: UNIX Server Missing Critical Patch
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Recommendations

 Create a comprehensive patch management strategy to cover 
all applications and platforms within the environment

 Define a patch management strategy based on risk and a time 
to patch based on severity of vulnerability

 Institute regular vulnerability scanning to compliment and 
measure the success of the patching efforts

 Strategy will only help protect against publicly known 
vulnerabilities. For 0 day protection a defense in depth 
strategy must be implemented
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POOR PASSWORD POLICY
Common Critical Finding
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Poor Password Policy

 Default accounts left unchanged on various devices and applications 

 No complexity requirements are enforced leaving users to choose weak 
and easily guessable passwords

 Account lockout policy is not implemented to mitigate brute force attacks

 Password expiration too infrequent or not defined leaving attackers long 
periods of access to compromised accounts and making time intensive 
attacks worthwhile

 Password reuse across the environment and single instance of password 
compromise can deliver high yield return
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Example 1: Weak Domain Admin password
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Example 1: Default SA Password on MSSQL
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Example 3: Oracle Smoking Joe Accounts
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Recommendations

 Remove or redefine default accounts as part of the standard 
build process for all applications and platforms

 Enforce password length and complexity where possible

Pass phrases are the best approach

 Enable account lockout mechanisms where possible

 Require password changes at least every 90 days
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ACTIVE DIRECTORY & GPO SETTING WEAKNESSES

Common Critical Findings
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Active Directory & GPO Setting Weaknesses

 Active Directory architecture is complicated and inadequate 
understanding leads to simplistic and insecure design models

 Password policy and computer banners are often the only configuration 
settings understood and subsequently defined

 Implication of not defining key security settings can be extremely 
damaging and assists in complete compromise of Windows environment
 Null user, group, and share enumeration

 LANMAN hashes enabled

 Account lockout disabled

 Autorun enabled

 …
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Example 1: Domain Admin Enumeration
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Example 2: Password Policy Enumeration
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Example 3: LANMAN Hash Cracking



23 Entire contents © 2011 Praetorian. All rights reserved. Your World, Secured

Recommendations

 A wealth of information is available on Active Directory 
security

 Follow best practices and Microsoft standards for hardening 
Active Directory

 Settings changes can affect availability of legacy platforms and 
applications

 Validate changes in test environment before rolling out to 
production
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INSUFFICIENT NETWORK CONTROLS

Common Critical Findings
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Insufficient Network Controls

 Lack of network admission controls allows any unauthorized 
person and system to access the company network without 
verification

 Inadequate network segmentation allows individuals to 
access any other resource on the network regardless of their 
location or data classification

 Limited or no egress filtering allows user to circumvent 
Internet filtering controls and hackers to introduce malware 
with easy Internet phone home capabilities
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Example 1: Bypass Content Filter via Poor Egress Rule
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Example 1: Bypass Content Filter via Poor Egress Rule
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Example 1: Bypass Content Filter via Poor Egress Rule
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Recommendations

 Implement Network Admission Control Solution to prevent 
unauthorized users and systems from accessing the 
networking

 Segment critical infrastructure and high value assets from the 
network

 Segment networks designated for visitors, contractors, and 
vendor presentations

 Enforce restrictions based on a default deny policy for both 
Ingress AND Egress filtering  
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NETWORK DEVICE CONFIGURATION WEAKNESSES

Common Critical Finding
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Network Device Configuration Weaknesses

 Insecure settings such as default read write SNMP community 
strings and type 7 passwords can quickly compromise routers 
and switches

 Insecure, plaintext management protocols such as Telnet, 
HTTP, and SNMP allows credentials to be sniffed off the wire

 Layer 2 and Layer 3 weaknesses provides the ability to reroute 
network traffic and perform DOS attacks

 ……
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Example 1: Default RW Community String
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Example 2: Type 7 Passwords
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Example 3: ARP Spoofing
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Recommendations

 Develop and enforce secure configuration guidelines for 
network equipment

 Leverage best practices and industry standards when defining 
configuration procedures

 Perform ongoing reviews on samples of network devices

 Some attacks are extremely difficult to fully protect against
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INADEQUATE DETECTIVE AND REACTIVE CAPABILITIES

Common Critical Finding
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Inadequate Detective And Reactive Capabilities

 Aggregation, correlation, and alerting capabilities extremely limited at 
many organizations

 Organizations that have procured expensive detection capabilities fall 
short in human expertise and resource allocation to use them

 Coverage often limited to external threats and internal threats go 
undetected

 Client employees are unable to detect valid attacks in real time with red 
team - blue team testing

 Incidents and breaches often uncovered by 3rd party consultants
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Recommendations

 Conduct a cost benefit analysis for performing security analysis functions 
in-house 

 For majority of cases, the most effective outcome is to leverage outside 
expertise and transfer liability

 Partner with managed security services firms who specialize in prevention 
and detection capabilities

 For internal analysis, implement best of breed products and leverage 
unified threat management system for aggregation, correlation, alerting, 
and querying of data
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INSECURE WIRELESS INFRASTRUCTURE

Common Critical Finding
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Insecure Wireless Infrastructure

Wireless network is not segmented from wired network and 
users on the wireless network can reach any resource on the 
wired network

 Infrastructure built on insecure protocols such as WEP and 
WPA which can be cracked in a matter of minutes

 Insecure rogue access points are setup by users unaware of 
the security implications 

 Tricking users to access spoofed access points is trivial
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Example 1: Cracking WEP
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Recommendations

Wireless is inherently insecure and should be segregated from 
wired network

 For complex, enterprise environments create varying access 
levels for wireless use

Migrate from flawed protocols such as WEP and WPA to WPA2 
enterprise

 Define, communicate, and enforce wireless use policies

 Perform ongoing wireless assessments
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DEFICIENT APPLICATION SECURITY
Common Critical Finding
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Deficient Application Security

Over 75% of attacks occur at the application level 

Websites on average contain 7 critical and remotely 
exploitable vulnerabilities

Few companies are incorporating application security 
in any meaningful way
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Example 1: SQL Injection Command Shell
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 Prioritize efforts based on value of application data and level 
of risk

 Determine the maturity of your organizations application 
security program and begin instituting activities accordingly

 Gradually integrate security over the entire software 
development cycle

 Perform ongoing assessments of critical applications to 
validate security controls

Recommendations
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INEFFECTIVE EMPLOYEE AWARENESS TRAINING

Common Critical Finding
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Ineffective Employee Awareness Training

 Humans are the weakest link and represent one of the 
greatest dangers to a company

 At many company awareness training only occurs at the time 
of hire, but people forget and threats evolve

 Unsophisticated attacks such as phishing and trojaned USBs 
obtain sensitive information and spread malware through 
employee gullibility

 The most common spread of malware is through email, p2p 
networks, USB sticks, and drive by downloads
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Example 1: Phishing For CEO Email Credentials
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Recommendations

 Require Employee Awareness Training on an ongoing basis

 Leverage computer based training over instructor lead 
training to maximize volume and reduce costs

 Define, communicate, and enforce allowed and prohibited 
user activities

 Perform social engineering assessments at least once a year 
to measure the success of training 
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